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Abstract: The openness of wireless networks enables
adversaries to deception as other devices. Spoofing attacks
are vulnerable in wireless network, which are allowed the
many form of attacks in the network. Wireless spoofing
attacks are effortless to start and can extensively impact the
performance of networks. A physical property coupled with
each node is proposed which uses spatial information, hard
to forge, and not contingent on cryptography, as the
beginning for, detecting spoofing attacks, determining the
number of attackers when multiple adversaries hidden as the
same node identity and localizing multiple adversaries. To
use the spatial correlation of received signal strength (RSS)
inherited from wireless nodes to detect the spoofing attacks.
Cluster-based mechanisms are developed to determine the
number of attackers. When the training data are available,
we explore using the Support Vector Machines (SVM)
method to further improve the accuracy of determining the
number of attackers. An integrated detection and localization
system is developed to localize the positions of multiple
attackers.
Keywords: attack detection, localization, spoofing attack,
wireless network security.

I. INTRODUCTION
In wireless network spoofing attack is when malicious party
masquerade as the another devices or user in order to launch the
variety of attacks against the hosts such as spread malware,
bypass the access control and steal data. Spoofing attack is the
generally hack technique in the network attacks. Network
hackers just explore into this fault and devised many various
network attacks, either spoofing themselves as reasonable
clients or original servers. The attacker can monitor any
transmission in wireless network. Further, attackers can easily
purchase low-cost wireless device and use these normally
existing platform to begin a variety of attacks with little effort.
Most common method for the spoofing attacks are IP spoofing,
ARP spoofing, DNS server spoofing.
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IP SPOOFING :
Internet Protocol (IP) is the protocol used for
transmitting messages over the Internet [1]; it is a network
protocol operating at layer 3 of the OSI model. IP address
spoofing is the one of the most frequently used spoofing attack
methods. In an IP spoofing attack, an attacker sends IP packet
from spoofed source address in order to masquerade itself.
Denial of service attack often use the IP spoofing to overload
the network and devices with packets that appears to be form
legitimate source IP addresses.

II.RELATED WORK
The cryptographic techniques can be used to deal with such
type of security violations. However, the application of
cryptographic schemes [2] [3] require reliable key distribution,
management, and maintenance mechanisms. It is not always
attractive to apply these cryptographic methods because of its
infrastructural, computational, and management. Further, these
cryptographic methods are also vulnerable to node compromise,
which is a serious disquiet as most wireless nodes are easily
reachable, allowing their memory to be simply scanned.
We propose to use received signal strength (RSS)-based
spatial correlation. It can be used mainly for detecting the
presence of spoofing attacks, formative the number of attackers
and localizing multiple adversaries and abolish them. We focus
on static nodes in this work, which are familiar for spoofing
scenario [4]. We addressed spoofing detection in mobile
environments in our further work [5].
The works that are closely related to us are [1], [4], [6]. Faria
and Cheriton [1] planned the use of matching rules of
signalprints for spoofing detection, Sheng et al. [4] model the
RSS reading using a Gaussian mixture model and Chen et al.
[3] used RSS and K-means cluster analysis to detect spoofing
attacks. However, not any of these approach have the ability to
determine the number of attackers when multiple adversaries
use the same identity to begin attacks, which is the basis to
further localize several adversaries after attack detection.
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While Chen et al. [4] studied how to localize adversaries; it
can only handle the case of a single spoofing attacker and
cannot localize the attacker if the adversary uses different
transmission power levels.
To study the localization techniques, in spite of its more than
a few meter-level accuracy, using RSS [7], [8], [9], [10] is an
attractive approach because it can reprocess the existing
wireless infrastructure and is highly associated with physical
locations. Trading with ranging methodology, range-based
algorithms absorb distance evaluation to landmarks using the
measurement of various physical properties such as RSS [7],
[8], Time Of Arrival (TOA) [11], Time YANG ET AL.:
DETECTION AND LOCALIZATION OF MULTIPLE
SPOOFING ATTACKERS IN WIRELESS NETWORKS 45
Difference Of Arrival (TDOA), and direction of arrival (DoA)
[12]. Range-free algorithms [13] use coarser metrics to place
bounds on candidate positions.
One more method of classification explain the approach
used to map a node to a location. Alteration approaches [11]
use distances to landmarks, while angulations‟ used for the
angles from landmarks. Scene matching strategies [7] use a
function that maps experiential radio properties to locations on
a recreate signal map or database. Further, Chen et al. [14]
projected to perform detection of attacks on wireless
localization and Yang et al. [12] proposed to use the direction
of arrival and received signal strength of the signals to localize
adversary‟s sensor nodes.
In this work, we choose a group of algorithms employing
RSS to perform the task of localizing multiple attackers and
calculate their performance in terms of localization accuracy
The main focus of our work is a) A generalized attack
detection model (GADE): It can detect the spoofing attack in
the network as well as can determine the number of spoofing
attackers in the same system. Here the attack detection can be
present using Partitioning around Medoids (PAM) which
calculates the medoids distance. If the medoid distance value is
small it means that spoofing attack is not detected but if it is
large then it signifies that spoofing attack is detected.
Then we used cluster based Multiple attack detection
problem to determine number of spoofing attackers. Also we
residential and used the SILENCE mechanism to improve the
accuracy of finding number of attackers in the network. b)
Integrated detection and localization system (IDOL):-IDOL
can be used to detect the attacks and also can exactly localize
the positions of spoofing adversaries or attackers.
GADE model results are returned to the IDOL. IDOL can
handle attackers using by different transmission power levels,
and hence provides strong evidence of the efficiency of
localizing adversaries when there are multiple attackers in the
network.
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III.PROPOSED SYSTEM
3.1 GADE (Generalized Attack Detection Model)
Generalized attack model is consists of two method. They
are detecting the spoofing attack and determining the presence
of attackers in the network.
3.1.1Attack detection using cluster analysis
In a spoofing attack, the intruder mail messages to a
computer indicating that the message has come from a trusted
system. To be unbeaten, the intruder must first find out the IP
address of a trusted system, and then change the packet
headers to that it show that the packets are coming from the
trusted system. The nature of attacker is spoofing the isolated
computer into believing that they are a legitimate member of
the network. The goal of the attack is to found a connection
that will consent to the attacker to gain root access to the host,
allowing the design of a backdoor entry path into the target
system.
Since under a spoofing attack, the RSS readings from the
victim node and the spoofing attackers are mixed together, this
observation suggests that we may conduct cluster analysis on
top of RSS-based spatial correlation to find out the distance in
signal space and further detect the presence of spoofing
attackers in objective space.

Fig 1 System architecture
3.1.2 Received Signal Strength
Received signal strength measured across a set of
access point to carry out the spoofing detection and
localization. The received signal strength (RSS) is a
measurement that is hard to falsify capriciously and it is highly
associated to the transmitter‟s location. Assuming the attacker
and the victim are divided by a sensible distance, RSS can be
used to make different them to identify spoofing attack. RSS is
the signal strength of a received frame measured at the
receiver‟s antenna. Many commercial 802.11 chipsets present
per-frame RSS measurements. RSS is interrelated to the
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transmission power, the distance between the transmitter and
the receiver, and the radio location because of multi-path and
inclusion effects. The further than the attacker is from its
victim, the more possible their RSS pattern vary extensively
and the easier to detect the spoofing attacks.
In GADE method use Partitioning Around Medoids (PAM)
Method so as to perform clustering analysis in RSS. The PAM
Method is a accepted iterative descent clustering algorithm
[15]. Also the estimate outcome showed that PAM method is
more forceful than popular K-means clustering algorithm [16].
In scrupulous, attack detection phase, we separation the RSS
vectors from the same node identity into two clusters (i.e., K =
2) regardless of how many attackers are using this
characteristics, since our objective in this phase is to detect the
incidence of attacks. We then choose the distance between two
medoids Dm as the test statistic T in our significance testing
for spoofing detection,
Dm -= |Mi - Mj|,
where Mi and Mj are the medoids of two clusters. In usual
setting, the test statistic Dm should be small since there is
basically only one cluster from a single physical location.
However, under a spoofing attack, there is multiple node at
different physical locations claiming the same node identity.
As a result, multiple clusters will be formed in the signal space
and Dm will be large as the medoids are derived from the
different RSS clusters associated with different locations in
physical space.

IV.FIND OUT THE NUMBER OF
ATTACKER
4.1SILENCE Mechanism:
This SILENCE mechanism‟s basic Silhouette Plot for
cluster is in [20][21].Based on this observation we developed
SILENCE,SILhouette Plot and System EvolutioN with
minimum distanCE of cluster. This mechanism estimates the
minimum distance between clusters accordingly when to
improve the accuracy of determining the number of Attackers.
SILENCE gives the K as number of attackers in the system.
This K depends on the distance between medoids.[17]
4.2 SUPPORT VECTOR METHOD
Support vector method is used to improve the accurateness
of determining the number of attackers. This method collect
the training data during the offline period,and also improve
the performance of find out the number of spoofing attackers.
We combine the characteristics of support vector method and
SILENCE mechanism, to improve the higher detection rate.
SVM method is kernal based learning method for
classification, which involves a training phase and testing
phase each data request in the training set consists of a target
value and several attributes.
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The advantage of using SVM is that it can combine the
intermediate results (i.e. features) from different statistic
methods to build a model based on training data acquired from
cluster, to precisely expect the number of attackers. On
detecting a attacker in the wireless network, SVM increment
the target Value by „1‟, else „0‟. SVM can be applied to solve
classification and regression problems.

V.IDOL
Integrated detection and localization system is detect the
spoofing attack, find out the number of attacker, and also
localize the position of the attacker.
The proposed model builds use of three localization
algorithms: RADAR Grid algorithm
 Area Based Probabilistic algorithm
 Multi lateration algorithm
1. RADAR Grid:
This algorithm is the scene matching algorithm given in
[18].It uses an interpolated signal map, which is build from a
set of averaged RSS readings with known (x, y) locations. It
returns the x, y of the near neighbor in the signal map to the
one to localize, where “nearest” is defined as the Euclidean
distance of RSS points in an N-dimensional signal space,
where N is the number of familiar sight.
2. Area Based Probabilistic algorithm:
This algorithm is given in [19].Then here it is further
extended to give value of P (Li/S). Here the given
experimental area is divided into a regular grid of equal-sized
strips. ABP imagine the allocation of RSS for each landmark
track a Gaussian distribution with mean as the estimated value
of RSS reading vector s. ABP then compute the probability of
the wireless device being at each tile Li, with i = 1 . . .L, On
the floor using Bayes‟ rule
P (Li/S) = P(S/Li) × P (Li) ⁄ P(S)
This algorithm gives the probable area of location where the
attackers or adversaries may be present. From this probable
location authentic position of adversaries can be obtain in
terms of x and y synchronize using multilateration algorithm.
3. Multilateration algorithm:
Bayesian network localization is the multilateration
algorithm [22].This proposed algorithm encodes signal to
space propagation model into Bayesian Graphical Model for
localization.
Here Di correspond to the Euclidean space between the
location particular by X and Y. (xi, yi) be the manager of the
landmark.
Di = √(X-xi) 2 + (Y-yi) 2
This find out the original position of adversaries in network.
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Fig 5Error rate vs probablity
Fig 2 Bayesian Model Overview
VI.RESULT
If a spoofing attacker sends packets at a different
transmission power level from the original node, based on our
cluster analysis there will be two distinct RSS clusters in signal
space (i.e., Dm will be large).In this graph, distance between
two medoids in X axis and probablity in Y axis. spoofing
attacks launched by using different transmission power levels
will be detected effectively in GADE.

The performance of using the difference of returned medoids
in handling adversaries using different transmission power
levels is comparable to the results when adversaries used the
same transmission power levels as the original node. Fig 5 is
explained about the adversaries used the same transmission
power levels as the original node and the returned medoids ;
and also adversaries changed their transmission power level
from 15 to 10 dB and the returned medoids. IDOL method is
highly effective with or without changing their transmission
level in localization of multiple adversaries. In this graph error
rate in the X axis, and probability in the Y axis.

VII.CONCLUSION

Fig 3Distance between two medoids vs probablity
This figure explain about the detection rate as a function of
the distance between the original node and spoofing node. X
axis represents the distance between the nodes,Y axis
represents the spoofing attack detection rate.

This project presented by the detecting the spoofing attack,
determine the numbers of attacker and localizing the multiple
attackers. This method used the received signal strength to find
the detection of spoofing attack. Spoofing attacks launched by
using different transmission power levels will be detected
effectively in GADE. And also the Silence mechanism used to
improve the accuracy of determining the number of attacker.
This project is achieve the high performance of localization the
spoofing attacker in the wireless network using IDOL . IDOL
can handle attackers using different transmission power levels,
thereby providing strong evidence of the effectiveness of
localizing adversaries when there are multiple attackers in the
network
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